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Data Processing Addendum 
 
This Data Processing Addendum ("DPA") is incorporated into, and is subject to the terms and conditions of, the Agreement between 
Chargifi Limited (including its 100% subsidiary Chargifi Inc. (“Chargifi”) and the customer entity that is a party to the Agreement 
("Customer" or "you"). 

All capitalized terms not defined in this DPA shall have the meanings set forth in the Agreement. For the avoidance of doubt, all references 
to the "Agreement" shall include this DPA (including the SCCs (where applicable), as defined herein). 

1. Definitions 

"Affiliate" means an entity that directly or indirectly Controls, is Controlled by or is under common Control with an entity. 

"Agreement" means Chargifi’s Terms and Conditions, or other written or electronic agreement, which govern the provision of the Service 
to Customer, as such terms or agreement may be updated from time to time. 

"Control" means an ownership, voting or similar interest representing fifty percent (50%) or more of the total interests then outstanding 
of the entity in question. The term "Controlled" shall be construed accordingly. 

"Customer Data" means any personal data that Chargifi processes on behalf of Customer via the Service, as more particularly described 
in this DPA. 

"Data Protection Laws" means all data protection laws and regulations applicable to a party's processing of Customer Data under the 
Agreement, including, where applicable, EU Data Protection Law and Non-EU Data Protection Laws. 

"EU Data Protection Law" means all data protection laws and regulations applicable to Europe, including (i) Regulation 2016/679 of the 
European Parliament and of the Council on the protection of natural persons with regard to the processing of personal data and on the 
free movement of such data (General Data Protection Regulation) ("GDPR"); (ii) Directive 2002/58/EC concerning the processing of 
personal data and the protection of privacy in the electronic communications sector; (iii) applicable national implementations of (i) and 
(ii); and (iii) in respect of the United Kingdom ("UK") any applicable national legislation that replaces or converts in domestic law the 
GDPR or any other law relating to data and privacy as a consequence of the UK leaving the European Union). 

"Europe" means, for the purposes of this DPA, the European Union, the European Economic Area and/or their member states, 
Switzerland and the United Kingdom. 

“Non-EU Data Protection Laws” means the California Consumer Privacy Act (“CCPA”); the Canadian Personal Information Protection 
and Electronic Documents Act (“PIPEDA”); the Brazilian General Data Protection Law ("LGPD"), Federal Law no. 13,709/2018; and the 
Privacy Act 1988 (Cth) of Australia, as amended ("Australian Privacy Law"). 

"SCCs" means the standard contractual clauses for processors as approved by the European Commission or Swiss Federal Data 
Protection Authority (as applicable). 

"Security Incident" means any unauthorized or unlawful breach of security that leads to the accidental or unlawful destruction, loss, or 
alteration of, or unauthorized disclosure of or access to, Customer Data on systems managed or otherwise controlled by Chargifi. 

"Sensitive Data" means (a) social security number, tax file number, passport number, driver's license number, or similar identifier (or any 
portion thereof); (b) credit or debit card number (other than the truncated (last four digits) of a credit or debit card); (c) employment, 
financial, credit, genetic, biometric or health information; (d) racial, ethnic, political or religious affiliation, trade union membership, 
information about sexual life or sexual orientation, or criminal record; (e) account passwords; or (f) other information that falls within the 
definition of "special categories of data" under applicable Data Protection Laws. 

"Sub-processor" means any processor engaged by Chargifi or its Affiliates to assist in fulfilling its obligations with respect to providing 
the Service pursuant to the Agreement or this DPA. Sub-processors may include third parties or Affiliates of Chargifi but shall exclude 
Chargifi employees, contractors, or consultants. 

The terms "personal data", "controller", "data subject", "processor" and "processing" shall have the meaning given to them under 
applicable Data Protection Laws or if not defined thereunder, the GDPR, and "process", "processes" and "processed", with respect to 
any Customer data, shall be interpreted accordingly. 
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2. Roles and Responsibilities 

2.1 Parties’ roles. If EU Data Protection Law or the LGPD applies to either party's processing of Customer Data, the parties acknowledge 
and agree that with regard to the processing of Customer Data, Customer is the controller and Chargifi is a processor acting on behalf 
of Customer, as further described in Annex A (Details of Data Processing) of this DPA. For the avoidance of doubt, this DPA shall not 
apply to instances where Chargifi is the controller (as defined by EU Data Protection Law) unless otherwise described in Annex D hereto. 

2.2 Purpose limitation. Chargifi shall process Customer Data only in accordance with Customer’s documented lawful instructions as set 
forth in this DPA, as necessary to comply with applicable law, or as otherwise agreed in writing ("Permitted Purposes"). The parties 
agree that the Agreement sets out Customer’s complete instructions to Chargifi in relation to the processing of Customer Data, and 
processing outside the scope of these instructions (if any) shall require prior written agreement between the parties. 

2.3 Prohibited data. Customer will not provide (or cause to be provided) any Sensitive Data to Chargifi for processing under the 
Agreement, and Chargifi will have no liability for Sensitive Data, whether in connection with a Security Incident or otherwise. For the 
avoidance of doubt, this DPA will not apply to Sensitive Data. 

2.4 Customer compliance. Customer represents and warrants that (i) it has complied, and will continue to comply, with all applicable 
laws, including Data Protection Laws, in respect of its processing of Customer Data and any processing instructions it issues to Chargifi; 
and (ii) it has provided, and will continue to provide, all notice and has obtained, and will continue to obtain, all consents and rights 
necessary under Data Protection Laws for Chargifi to process Customer Data for the purposes described in the Agreement. Customer 
shall have sole responsibility for the accuracy, quality, and legality of Customer Data and the means by which Customer acquired 
Customer Data. Without prejudice to the generality of the foregoing, Customer agrees that it shall be responsible for complying with all 
laws (including Data Protection Laws) applicable to the collection of employee personal information. 

2.5 Lawfulness of Customer's instructions. Customer will ensure that Chargifi's processing of the Customer Data in accordance with 
Customer’s instructions will not cause Chargifi to violate any applicable law, regulation, or rule, including, without limitation, Data 
Protection Laws. Chargifi shall promptly notify Customer in writing, unless prohibited from doing so under EU Data Protection Laws, if 
it becomes aware or believes that any data processing instruction from Customer violates the GDPR or any UK implementation of the 
GDPR. 

3. Sub-processing 

3.1 Authorised Sub-processors. Chargifi currently use sub-processors a list of those sub-processors can be found at Annex E.  Customer 
agrees that Chargifi may engage Sub-processors to process Customer Data on Customer's behalf. Chargifi shall notify Customer if it 
adds or removes Sub-processors at least 10 days prior to any such changes.  

3.2 Sub-processor obligations. Chargifi shall: (i) enter into a written agreement with each Sub-processor containing data protection 
obligations that provide at least the same level of protection for Customer Data as those in this DPA, to the extent applicable to the 
nature of the service provided by such Sub-processor; and (ii) remain responsible for such Sub-processor’s compliance with the 
obligations of this DPA and for any acts or omissions of such Sub-processor that cause Chargifi to breach any of its obligations under 
this DPA. 

4. Security 

4.1 Security Measures. Chargifi shall implement and maintain appropriate technical and organizational security measures that are 
designed to protect Customer Data from Security Incidents and designed to preserve the security and confidentiality of Customer Data 
in accordance with Chargifi's security standards described in Annex B ("Security Measures"). 

4.2 Confidentiality of processing. Chargifi shall ensure that any person who is authorized by Chargifi to process Customer Data (including 
its staff, agents and subcontractors) shall be under an appropriate obligation of confidentiality (whether a contractual or statutory duty). 

4.3 Updates to Security Measures. Customer is responsible for reviewing the information made available by Chargifi relating to data 
security and making an independent determination as to whether the Service meets Customer’s requirements and legal obligations 
under Data Protection Laws. Customer acknowledges that the Security Measures are subject to technical progress and development 
and that Chargifi may update or modify the Security Measures from time to time, provided that such updates and modifications do not 
result in the degradation of the overall security of the Service provided to Customer. 

4.4 Security Incident response. Upon becoming aware of a Security Incident, Chargifi shall: (i) notify Customer without undue delay, and 
where feasible, in any event no later than 48 hours from becoming aware of the Security Incident; (ii) provide timely information relating 
to the Security Incident as it becomes known or as is reasonably requested by Customer; and (iii) promptly take reasonable steps to 
contain and investigate any Security Incident. Chargifi's notification of or response to a Security Incident under this Section 4.4 shall not 
be construed as an acknowledgment by Chargifi of any fault or liability with respect to the Security Incident. 

4.5 Customer responsibilities. Notwithstanding the above, Customer agrees that except as provided by this DPA, Customer is 
responsible for its secure use of the Service, including securing its account authentication credentials, protecting the security of 
Customer Data when in transit to and from the Service, and taking any appropriate steps to securely encrypt or backup any Customer 
Data uploaded to the Service. 
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5. Security Reports and Audits 

5.1 Audit rights. Chargifi shall make available to Customer all information reasonably necessary to demonstrate compliance with this 
DPA and allow for and contribute to audits, including inspections by Customer in order to assess compliance with this DPA. Customer 
acknowledges and agrees that it shall exercise its audit rights under this DPA (including this Section 5.1 and where applicable, the SCCs) 
and any audit rights granted by Data Protection Laws, by instructing Chargifi to comply with the audit measures described in Sections 
5.2 and 5.3 below. 

5.3 Security due diligence. In addition to the Report, Chargifi shall respond to all reasonable requests for information made by Customer 
to confirm Chargifi's compliance with this DPA, including responses to information security, due diligence, and audit questionnaires, by 
making additional information available regarding its information security program upon Customer’s written request to info-
security@chargifi.com, provided that Customer shall not exercise this right more than once per calendar year. 

6. International Transfers 

6.1 Data centre locations. Subject to Section 6.2, Customer acknowledges that Chargifi may transfer and process Customer Data to 
and in the United States and anywhere else in the world where Chargifi, its Affiliates or its Sub-processors maintain data processing 
operations. Chargifi shall at all times ensure that such transfers are made in compliance with the requirements of Data Protection Laws 
and this DPA. 

6.2 Australian data. To the extent that Chargifi is a recipient of Customer Data protected by the Australian Privacy Law, the parties 
acknowledge and agree that Chargifi may transfer such Customer Data outside of Australia as permitted by the terms agreed upon by 
the parties and subject to Chargifi complying with this DPA and the Australian Privacy Law. 

6.3 European Data transfers. To the extent that Chargifi is a recipient of Customer Data protected by EU Data Protection Laws ("EU 
Data") in a country outside of Europe that is not recognised as providing an adequate level of protection for personal data (as described 
in applicable EU Data Protection Law), the parties agree to the following: 

• (a) SCCs: Chargifi agrees to abide by and process EU Data in compliance with the SCCs in the form set out in Annex C. For 
the purposes of the descriptions in the SCCs, Chargifi agrees that it is the "data importer" and Customer is the "data exporter" 
(notwithstanding that Customer may itself be an entity located outside Europe). 

6.4 Alternative transfer mechanism. To the extent Chargifi adopts an alternative data export mechanism (including any new version of or 
successor to the SCCs) for the transfer of EU Data not described in this DPA ("Alternative Transfer Mechanism"), the Alternative Transfer 
Mechanism shall apply instead of the transfer mechanisms described in this DPA (but only to the extent such Alternative Transfer 
Mechanism complies with applicable EU Data Protection Law and extends to the countries to which EU Data is transferred). In addition, 
if and to the extent that a court of competent jurisdiction or supervisory authority orders (for whatever reason) that the measures 
described in this DPA cannot be relied on to lawfully transfer EU Data (within the meaning of applicable EU Data Protection Law), Chargifi 
may implement any additional measures or safeguards that may be reasonably required to enable the lawful transfer of EU Data. 

7. Return or Deletion of Data 

Deletion or return on termination. Upon termination or expiration of the Agreement, Chargifi shall (at Customer's election) delete or return 
to Customer all Customer Data (including copies) in its possession or control, except that this requirement shall not apply to the extent 
Chargifi is required by applicable law to retain some or all of the Customer Data, or to Customer Data it has archived on back-up systems, 
which Customer Data Chargifi shall securely isolate, protect from any further processing and eventually delete in accordance with 
Chargifi's deletion policies, except to the extent required by applicable law. 

8. Data Subject Rights and Cooperation 

8.1 Data subject requests. As part of the Service, Chargifi provides Customer with a number of self-service features, that Customer may 
use to retrieve, correct, delete or restrict the use of Customer Data, which Customer may use to assist it in connection with its obligations 
under the Data Protection Laws with respect to responding to requests from data subjects via Customer's account at no additional cost. 
In addition, Chargifi shall, taking into account the nature of the processing, provide reasonable additional assistance to Customer to the 
extent possible to enable Customer to comply with its data protection obligations with respect to data subject rights under Data 
Protection Laws. In the event that any such request is made to Chargifi directly, Chargifi shall not respond to such communication 
directly except as appropriate (for example, to direct the data subject to contact Customer) or legally required, without Customer's prior 
authorization. If Chargifi is required to respond to such a request, Chargifi shall promptly notify Customer and provide Customer with a 
copy of the request unless Chargifi is legally prohibited from doing so. For the avoidance of doubt, nothing in the Agreement (including 
this DPA) shall restrict or prevent Chargifi from responding to any data subject or data protection authority requests in relation to personal 
data for which Chargifi is a controller. 

8.2 Data protection impact assessment. To the extent required under applicable Data Protection Laws, Chargifi shall (taking into account 
the nature of the processing and the information available to Chargifi) provide all reasonably requested information regarding the Service 
to enable Customer to carry out data protection impact assessments or prior consultations with data protection authorities as required 
by Data Protection Laws. Chargifi shall comply with the foregoing by: (i) complying with Section 5 (Security Reports and Audits); (ii) 
providing the information contained in the Agreement, including this DPA; and (iii) if the foregoing sub-sections (i) and (ii) are insufficient 
for Customer to comply with such obligations, upon request, providing additional reasonable assistance (at Customer's expense). 
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9. Jurisdiction-Specific Terms 

To the extent Chargifi processes Customer Data originating from and protected by Data Protection Laws in one of the jurisdictions listed 
in Annex D, then the terms specified in Annex D with respect to the applicable jurisdiction(s) (“Jurisdiction-Specific Terms”) apply in 
addition to the terms of this DPA. In the event of any conflict or ambiguity between the Jurisdiction-Specific Terms and any other terms 
of this DPA, the applicable Jurisdiction-Specific Terms will take precedence, but only to the extent of the Jurisdiction-Specific Terms’ 
applicability to Chargifi. 

10. Limitation of Liability 

10.1 Each party’s and all of its Affiliates’ liability taken together in the aggregate arising out of or related to this DPA (including the SCCs) 
shall be subject to the exclusions and limitations of liability set forth in the Agreement. 

10.2 Any claims made against Chargifi or its Affiliates under or in connection with this DPA (including, where applicable, the SCCs) shall 
be brought solely by the Customer entity that is a party to the Agreement. 

10.3 In no event shall any party limit its liability with respect to any individual's data protection rights under this DPA or otherwise. 

11. Relationship with the Agreement 

11.1 This DPA shall remain in effect for as long as Chargifi carries out Customer Data processing operations on behalf of Customer or 
until termination of the Agreement (and all Customer Data has been returned or deleted in accordance with Section 7.1 above). 

11.2 The parties agree that this DPA shall replace any existing data processing agreement or similar document that the parties may have 
previously entered into in connection with the Service. 

11.3 In the event of any conflict or inconsistency between this DPA and the Chargifi Terms and Conditions, the provisions of the following 
documents (in order of precedence) shall prevail: (i) SCCs; then (ii) this DPA; and then (iii) the Chargifi Terms and Conditions. 

11.4 Except for any changes made by this DPA, the Agreement remains unchanged and in full force and effect. 

11.5 No one other than a party to this DPA, its successors and permitted assignees shall have any right to enforce any of its terms. 

11.6 This DPA shall be governed by and construed in accordance with the governing law and jurisdiction provisions in the Agreement, 
unless required otherwise by applicable Data Protection Laws. 
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Annex A – Details of Data Processing 

(a) Controller (data exporter): Customer, being a company or organisation that has engaged Chargifi to provide the Service under the 
Agreement. 

(b) Processor (data importer): Chargifi, a Georgia limited liability company, whose legal name is Chargifi Limited (“Chargifi”). 

(c) Subject matter: The subject matter of the data processing under this DPA is the Customer Data. 

(d) Duration of processing: Chargifi will process Customer Data as outlined in Section 7 (Return or Deletion of Data) of this DPA. 

(e) Purpose of processing: Chargifi shall only process Customer Data for the Permitted Purposes, which shall include: (i) processing as 
necessary to provide the Service in accordance with the Agreement; (ii) processing initiated by Customer in its use of the Service; and 
(iii) processing to comply with any other reasonable instructions provided by Customer (e.g., via email or support tickets) that are 
consistent with the terms of the Agreement. 

(f) Nature of the processing: Chargifi provides an email service, automation and marketing platform and other related services, as more 
particularly described in the Agreement. 

(g) Data Subject Rights are defined in Chargifi’s Data Subject Policy. 

(h) Types of Customer Data: Customer may upload, submit or otherwise provide certain personal data to the Service, the extent of which 
is typically determined and controlled by Customer in its sole discretion, and may include the following types of personal data: 

• Users: Identification (name, email, job title); space reservation(reservation time, check-in time, check-out time, space 
identifier, meeting details, self-certification) data. 

(i) Sensitive Data: Chargifi does not want to, nor does it intentionally, collect or process any Sensitive Data in connection with the 
provision of the Service. 

(j) Processing Operations: Customer Data will be processed in accordance with the Agreement (including this DPA) and may be subject 
to the following processing activities: 

• Storage and other processing necessary to provide, maintain and improve the Service provided to Customer pursuant to the 
Agreement; and/or 

• Disclosures in accordance with the Agreement and/or as compelled by applicable law. 
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Annex B – Security Measures 

The Security Measures applicable to the Service are described below 
 
As a company that takes data security and privacy very seriously, we recognize that Chargifi’s information security practices are 
important to you. While we don’t like to expose too much detail around our practices (as it can empower the very people we are 
protecting ourselves against), we have provided some general information below to give you confidence in how we secure the data 
entrusted to us. 

Data Centre Security 

• Chargifi uses Data Centres based in the Republic of Ireland.  
• Chargifi Wx Cloud is hosted by Amazon Web Services (AWS) and provides a strong level of security in retaining our 

data. For more information about secure data storage, please refer to AWS security and AWS Certifications 

Protection from Data Loss, Corruption 

• Our multi-tenancy solution achieves data isolation with the use of row-based separation. We have strict controls (policy, 
procedure and coding standards) in place to eliminate the risk of customer data being exposed beyond its own tenant. 

• Customer data is stored in multiple availability zones and regularly backed up. 

Application Level Security 

• All passwords are salted and hashed using a one-way encryption algorithm for further protection. It is not possible to 
recover a stored password, these can only be reset through our ‘Forgotten Password’ process. 

• All login pages (from our website and mobile website) pass data via HTTPS/TLS 1.2+. 
• The entire Chargifi application is encrypted with HTTPS/TLS 1.2+. 
• Our systems are penetration-tested annually by independent third party specialists. Any vulnerabilities discovered are 

tracked and addressed as a matter of urgency.  
• Our mobile applications are tested to the OWASP MASVS standard. 

Internal IT Security 

• Chargifi Offices are secured by keycard access and biometrics, and they are monitored with cameras throughout. 

Internal Protocol and Education 

• We continuously train employees on best security practices, including how to identify social engineering, phishing scams, 
and hackers. 

• All employees sign a Privacy Agreements as part of their employment contracts and our Human Resources Policies make it 
clear that a Data Privacy Breach can be treated as a matter of Gross Misconduct. 

• In order to protect our company from a variety of different losses, Chargifi has established a comprehensive insurance 
program. Coverage includes but is not exclusive to: coverage for cyber incidents, data privacy incidents (including regulatory 
expenses), general error and omission liability coverage, excess cyber liability coverage, property and business interruption 
coverage, as well as international commercial general liability coverage. 

Investing in Your Privacy 

• Our Security team partners with our developers and engineers to make sure our products and features comply with applicable 
international spam and privacy laws. 

Responsible Disclosure 

If you’ve discovered a vulnerability in the Chargifi application, please don’t share it publicly. Instead, please report it to us at the email 
address noted below. We review all security concerns brought to our attention, and we take a proactive approach to emerging security 
issues. Chargifi strives to stay on top of the latest security developments both internally and by working with external security researchers 
and companies. We appreciate the community’s efforts in creating a more secure web. 

If you believe your account has been compromised or you are seeing suspicious activity on your account, please report it immediately 
to info-security@chargifi.com.  
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Annex C - Standard Contractual Clauses 

Standard Contractual Clauses 

2010 Standard contractual clauses for the transfer of personal data from the Community to third countries (controller to 
processor transfers) 

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors established in third 
countries which do not ensure an adequate level of data protection, Chargifi Limited (hereinafter the "data importer") and 
Customer (hereinafter the "data exporter") each a “party”; together “the parties”, HAVE AGREED on the following Contractual 
Clauses (the Clauses) in order to adduce adequate safeguards with respect to the protection of privacy and fundamental rights 
and freedoms of individuals for the transfer by the data exporter to the data importer of the personal data specified in Annex 1. 

Clause 1 

Definitions 

For the purposes of the Clauses: 

• 'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data 
subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data 
and on the free movement of such data. 

• 'the data exporter' means the controller who transfers the personal data. 
• 'the data importer' means the processor who agrees to receive from the data exporter personal data intended for 

processing on his behalf after the transfer in accordance with his instructions and the terms of the Clauses and who 
is not subject to a third country's system ensuring adequate protection within the meaning of Article 25(1) of Directive 
95/46/EC. 

• 'the subprocessor' means any processor engaged by the data importer or by any other subprocessor of the data 
importer who agrees to receive from the data importer or from any other subprocessor of the data importer personal 
data exclusively intended for processing activities to be carried out on behalf of the data exporter after the transfer in 
accordance with his instructions, the terms of the Clauses and the terms of the written subcontract. 

• 'the Data Protection Law' means the legislation protecting the fundamental rights and freedoms of individuals and, in 
particular, their right to privacy with respect to the processing of personal data applicable to a data controller in the 
Member State in which the data exporter is established. 

• 'technical and organisational security measures' means those measures aimed at protecting personal data against 
accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where 
the processing involves the transmission of data over a network, and against all other unlawful forms of processing. 

Clause 2 

Details of the transfer 

The details of the transfer and in particular the special categories of personal data where applicable are specified in Appendix 
1 which forms an integral part of the Clauses. 

Clause 3 

Third-party beneficiary clause 

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) to (j), 
Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party beneficiary. 

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or has ceased to exist 
in law unless any successor entity has assumed the entire legal obligations of the data exporter by contract or by 
operation of law, as a result of which it takes on the rights and obligations of the data exporter, in which case the data 
subject can enforce them against such entity. 

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer have factually 
disappeared or ceased to exist in law or have become insolvent, unless any successor entity has assumed the entire 
legal obligations of the data exporter by contract or by operation of law as a result of which it takes on the rights and 
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obligations of the data exporter, in which case the data subject can enforce them against such entity. Such third-
party liability of the subprocessor shall be limited to its own processing operations under the Clauses. 

4. The parties do not object to a data subject being represented by an association or other body if the data subject so 
expressly wishes and if permitted by national law. 

Clause 4 

Obligations of the data exporter 

The data exporter agrees and warrants: 

• that the processing, including the transfer itself, of the personal data has been and will continue to be carried out in 
accordance with the relevant provisions of the Data Protection Law (and, where applicable, has been notified to the 
relevant authorities of the Member State where the data exporter is established) and does not violate the relevant 
provisions of that State. 

• that it has instructed and throughout the duration of the personal data processing services will instruct the data 
importer to process the personal data transferred only on the data exporter's behalf and in accordance with the Data 
Protection Law and the Clauses. 

• that the data importer will provide sufficient guarantees in respect of the technical and organisational security 
measures specified in Appendix 2 to this contract. 

• that after assessment of the requirements of the Data Protection Law, the security measures are appropriate to protect 
personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or 
access, in particular where the processing involves the transmission of data over a network, and against all other 
unlawful forms of processing, and that these measures ensure a level of security appropriate to the risks presented 
by the processing and the nature of the data to be protected having regard to the state of the art and the cost of their 
implementation; 

• that it will ensure compliance with the security measures; that, if the transfer involves special categories of data, the 
data subject has been informed or will be informed before, or as soon as possible after, the transfer that its data could 
be transmitted to a third country not providing adequate protection within the meaning of Directive 95/46/EC. 

• to forward any notification received from the data importer or any subprocessor pursuant to Clause 5(b) and Clause 
8(3) to the data protection supervisory authority if the data exporter decides to continue the transfer or to lift the 
suspension. 

• to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix 2, and a 
summary description of the security measures, as well as a copy of any contract for subprocessing services which 
has to be made in accordance with the Clauses, unless the Clauses or the contract contain commercial information, 
in which case it may remove such commercial information. 

• that, in the event of subprocessing, the processing activity is carried out in accordance with Clause 11 by a 
subprocessor providing at least the same level of protection for the personal data and the rights of data subject as 
the data importer under the Clauses; and 

• that it will ensure compliance with Clause 4(a) to (i). 

Clause 5 

Obligations of the data importer 

The data importer agrees and warrants: 

• to process the personal data only on behalf of the data exporter and in compliance with its instructions and the 
Clauses; if it cannot provide such compliance for whatever reasons, it agrees to inform promptly the data exporter of 
its inability to comply, in which case the data exporter is entitled to suspend the transfer of data and/or terminate the 
contract. 

• that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions received 
from the data exporter and its obligations under the contract and that in the event of a change in this legislation which 
is likely to have a substantial adverse effect on the warranties and obligations provided by the Clauses, it will promptly 
notify the change to the data exporter as soon as it is aware, in which case the data exporter is entitled to suspend 
the transfer of data and/or terminate the contract; 

• that it has implemented the technical and organisational security measures specified in Appendix 2 before processing 
the personal data transferred. 

• that it will promptly notify the data exporter about: 
• any legally binding request for disclosure of the personal data by a law enforcement authority unless 

otherwise prohibited, such as a prohibition under criminal law to preserve the confidentiality of a law 
enforcement investigation, 

• any accidental or unauthorised access, and 
• any request received directly from the data subjects without responding to that request unless it has been 

otherwise authorised to do so. 
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• to deal promptly and properly with all inquiries from the data exporter relating to its processing of the personal data 
subject to the transfer and to abide by the advice of the supervisory authority with regard to the processing of the 
data transferred. 

• at the request of the data exporter to submit its data processing facilities for audit of the processing activities covered 
by the Clauses which shall be carried out by the data exporter or an inspection body composed of independent 
members and in possession of the required professional qualifications bound by a duty of confidentiality, selected by 
the data exporter, where applicable, in agreement with the supervisory authority; 

• to make available to the data subject upon request a copy of the Clauses, or any existing contract for subprocessing, 
unless the Clauses or contract contain commercial information, in which case it may remove such commercial 
information, with the exception of Appendix 2 which shall be replaced by a summary description of the security 
measures in those cases where the data subject is unable to obtain a copy from the data exporter; 

• that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written consent. 
• that the processing services by the subprocessor will be carried out in accordance with Clause 11. 
• to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter. 

Clause 6 

Liability 

1. The parties agree that any data subject, who has suffered damage as a result of any breach of the obligations referred 
to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive compensation from the data exporter 
for the damage suffered. 

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the data 
exporter, arising out of a breach by the data importer or his subprocessor of any of their obligations referred to in 
Clause 3 or in Clause 11, because the data exporter has factually disappeared or ceased to exist in law or has become 
insolvent, the data importer agrees that the data subject may issue a claim against the data importer as if it were the 
data exporter, unless any successor entity has assumed the entire legal obligations of the data exporter by contract 
of by operation of law, in which case the data subject can enforce its rights against such entity. The data importer 
may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities. 

3. If a data subject is not able to bring a claim against the data exporter or the data importer referred to in paragraphs 1 
and 2, arising out of a breach by the subprocessor of any of their obligations referred to in Clause 3 or in Clause 11 
because both the data exporter and the data importer have factually disappeared or ceased to exist in law or have 
become insolvent, the subprocessor agrees that the data subject may issue a claim against the data subprocessor 
with regard to its own processing operations under the Clauses as if it were the data exporter or the data importer, 
unless any successor entity has assumed the entire legal obligations of the data exporter or data importer by contract 
or by operation of law, in which case the data subject can enforce its rights against such entity. The liability of the 
subprocessor shall be limited to its own processing operations under the Clauses. 

Clause 7 

Mediation and jurisdiction 

1. The data importer agrees that if the data subject invokes against its third-party beneficiary rights and/or claims 
compensation for damages under the Clauses, the data importer will accept the decision of the data subject: 

• to refer the dispute to mediation, by an independent person or, where applicable, by the supervisory 
authority. 

• to refer the dispute to the courts in the Member State in which the data exporter is established. 
2. The parties agree that the choice made by the data subject will not prejudice its substantive or procedural rights to 

seek remedies in accordance with other provisions of national or international law. 

Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so requests or if such 
deposit is required under the Data Protection Law. 

2. The parties agree that the supervisory authority has the right to conduct an audit of the data importer, and of any 
subprocessor, which has the same scope and is subject to the same conditions as would apply to an audit of the 
data exporter under the Data Protection Law. 

3. The data importer shall promptly inform the data exporter about the existence of legislation applicable to it or any 
subprocessor preventing the conduct of an audit of the data importer, or any subprocessor, pursuant to paragraph 
2. In such a case the data exporter shall be entitled to take the measures foreseen in Clause 5 (b). 
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Clause 9 

Governing Law 

The Clauses shall be governed by the law of the Member State in which the data exporter is established. 

Clause 10 

Variation of the contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses on business 
related issues where required as long as they do not contradict the Clause. 

Clause 11 

Subprocessing 

1. The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter 
under the Clauses without the prior written consent of the data exporter. Where the data importer subcontracts its 
obligations under the Clauses, with the consent of the data exporter, it shall do so only by way of a written agreement 
with the subprocessor which imposes the same obligations on the subprocessor as are imposed on the data importer 
under the Clauses. Where the subprocessor fails to fulfil its data protection obligations under such written agreement 
the data importer shall remain fully liable to the data exporter for the performance of the subprocessor's obligations 
under such agreement. 

2. The prior written contract between the data importer and the subprocessor shall also provide for a third-party 
beneficiary clause as laid down in Clause 3 for cases where the data subject is not able to bring the claim for 
compensation referred to in paragraph 1 of Clause 6 against the data exporter or the data importer because they have 
factually disappeared or have ceased to exist in law or have become insolvent and no successor entity has assumed 
the entire legal obligations of the data exporter or data importer by contract or by operation of law. Such third-party 
liability of the subprocessor shall be limited to its own processing operations under the Clauses. 

3. The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall 
be governed by the law of the Member State in which the data exporter is established. 

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the 
data importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be available to the 
data exporter's data protection supervisory authority. 

Clause 12 

Obligation after the termination of personal data processing services 

1. The parties agree that on the termination of the provision of data processing services, the data importer and the 
subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the copies thereof 
to the data exporter or shall destroy all the personal data and certify to the data exporter that it has done so, unless 
legislation imposed upon the data importer prevents it from returning or destroying all or part of the personal data 
transferred. In that case, the data importer warrants that it will guarantee the confidentiality of the personal data 
transferred and will not actively process the personal data transferred anymore. 

2. The data importer and the subprocessor warrant that upon request of the data exporter and/or of the supervisory 
authority, it will submit its data processing facilities for an audit of the measures referred to in paragraph 1. 

APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES 

Details of the transfer: 

Please see the details set forth in Annex A to the Data Processing Addendum ("DPA") to which these Clauses are appended. 

APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES 

Description of the technical and organisational security measures implemented by the data importer in accordance with Clauses 
4(d) and 5(c) (or document/legislation attached): 

Please see Annex B – Security Measures 
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APPENDIX 3 TO STANDARD CONTRACTUAL CLAUSES 

The parties acknowledge that Clause 10 of the Clauses permits them to include additional business-related terms provided they 
do not contradict with the Clauses. Accordingly, this Appendix sets out the parties' interpretation of their respective obligations 
under specific Clauses identified below. Where a party complies with the interpretations set out in this Appendix, that party shall 
be deemed by the other party to have complied with its commitments under the Clauses. 

Clauses 4(h) and 8: Disclosure of these Clauses 

1. Data exporter agrees that these Clauses constitute data importer's Confidential Information (as that term is defined 
in the Agreement) and may not be disclosed by data exporter to any third party without data importer's prior written 
consent unless permitted pursuant to the Agreement. This shall not prevent disclosure of these Clauses to a data 
subject pursuant to Clause 4(h) or a supervisory authority pursuant to Clause 8. 

Clause 5(a) and Clause 5(b): Suspension of data transfers and termination 

1. The parties acknowledge that for the purposes of Clause 5(a), data importer may process the personal data only on 
behalf of the data exporter and in compliance with its documented instructions as set out in the DPA and that pursuant 
to the DPA, these instructions shall be the data exporter’s complete and final instructions. 

2. The parties acknowledge that if data importer cannot provide compliance in accordance with Clause 5(a) and/or 
Clause 5(b), the data importer agrees to promptly inform the data exporter of its inability to comply, in which case the 
data exporter is entitled to suspend the transfer of data and/or terminate the affected parts of the Service in 
accordance with the terms of the Agreement. 

3. If the data exporter intends to suspend the transfer of personal data and/or terminate the affected parts of the Service, 
it shall first provide notice to the data importer and provide data importer with a reasonable period of time to cure the 
non-compliance (“Cure Period”). 

4. In addition, the data exporter and data importer shall reasonably cooperate with each other during the Cure Period to 
agree what additional safeguards or other measures, if any, may be reasonably required to ensure the data importer's 
compliance with the Clauses and applicable data protection law. 

5. If, after the Cure Period, the data importer has not or cannot cure the non-compliance in accordance with the 
paragraphs 3 and 4 above, then the data exporter may suspend and/or terminate the affected part of the Service in 
accordance with the provisions of the Agreement without liability to either party (but without prejudice to any fees 
incurred by the data exporter prior to suspension or termination). 

Clause 5(f): Audit 

1. Data exporter acknowledges and agrees that it exercises its audit right under Clause 5(f) by instructing data importer 
to comply with the audit measures described in Section 5 (Security Reports and Audits) of the DPA. 

Clause 5(j): Disclosure of subprocessor agreements 

1. The parties acknowledge the obligation of the data importer to send promptly a copy of any onward subprocessor 
agreement it concludes under the Clauses to the data exporter. 

2. The parties further acknowledge that, pursuant to subprocessor confidentiality restrictions, data importer may be 
restricted from disclosing onward subprocessor agreements to data exporter. Notwithstanding this, data importer 
shall use reasonable efforts to require any subprocessor it appoints to permit it to disclose the subprocessor 
agreement to data exporter. 

3. Even where data importer cannot disclose a subprocessor agreement to data exporter, the parties agree that, upon 
the request of data exporter, data importer shall (on a confidential basis) provide all information it reasonably can in 
connection with such subprocessing agreement to data exporter. 

Clause 6: Liability 

1. Any claims brought under the Clauses shall be subject to the terms and conditions, including but not limited to, the 
exclusions and limitations set forth in the Agreement. In no event, shall any party limit its liability with respect to any 
data subject rights under these Clauses. 

Clause 11: Onward subprocessing 

1. The parties acknowledge that, pursuant to FAQ II.1 in Article 29 Working Party Paper WP 176 entitled "FAQs in order 
to address some issues raised by the entry into force of the EU Commission Decision 2010/87/EU of 5 February 2010 
on standard contractual clauses for the transfer of personal data to processors established in third countries under 
Directive 95/46/EC" the data exporter may provide a general consent to onward subprocessing by the data importer. 

2. Accordingly, data exporter provides a general consent to data importer, pursuant to Clause 11 of these Clauses, to 
engage onward subprocessors. Such consent is conditional on data importer’s compliance with the requirements set 
out in Section 3 (Sub-processing) of the DPA. 



 

Last Updated 26th July, 2021 

Annex D - Jurisdiction-Specific Terms 

Europe: 

1. Objection to Sub-processors. Customer may object in writing to Chargifi’s appointment of a new Sub-processor 
within five (5) calendar days of receiving notice in accordance with Section 3.1 of DPA, provided that such objection 
is based on reasonable grounds relating to data protection. In such event, the parties shall discuss such concerns in 
good faith with a view to achieving a commercially reasonable resolution. If no such resolution can be reached, 
Chargifi will, at its sole discretion, either not appoint such Sub-processor, or permit Customer to suspend or terminate 
the affected Service in accordance with the termination provisions in the Agreement without liability to either party 
(but without prejudice to any fees incurred by Customer prior to suspension or termination). 

2. Government data access requests. As a matter of general practice, Chargifi does not voluntarily provide government 
agencies or authorities (including law enforcement) with access to or information about Chargifi accounts (including 
Customer Data). If Chargifi receives a compulsory request (whether through a subpoena, court order, search warrant, 
or other valid legal process) from any government agency or authority (including law enforcement) for access to or 
information about a Chargifi account (including Customer Data) belonging to a Customer whose primary contact 
information indicates the Customer is located in Europe, Chargifi shall: (i) inform the government agency that Chargifi 
is a processor of the data; (ii) attempt to redirect the agency to request the data directly from Customer; and (iii) notify 
Customer via email sent to Customer’s primary contact email address of the request to allow Customer to seek a 
protective order or other appropriate remedy. As part of this effort, Chargifi may provide Customer’s primary and 
billing contact information to the agency. Chargifi shall not be required to comply with this paragraph 2 if it is legally 
prohibited from doing so, or it has a reasonable and good-faith belief that urgent access is necessary to prevent an 
imminent risk of serious harm to any individual, public safety, or Chargifi’s property, the Chargifi Site, or Service. 

UK: 

1. For the avoidance of doubt, when European Union law ceases to apply to the UK upon the UK's withdrawal from the 
European Union and until such time as the UK is deemed to provide adequate protection for personal data (within the 
meaning of applicable EU Data Protection Law) then to the extend Chargifi processes (or causes to be processed) 
any Customer Data protected by EU Data Protection Law applicable to EEA and Switzerland in the United Kingdom, 
Chargifi shall process such Customer Data in compliance with the SCCs or any applicable Alternative Transfer 
Mechanism implemented in accordance with Section 6.3 and 6.4 of this DPA. 

California: 

1. Except as described otherwise, the definitions of: “controller” includes “Business”; "processor" includes “Service 
Provider”; “data subject” includes “Consumer”; “personal data” includes “Personal Information”; in each case as 
defined under CCPA. 

2. For this “California” section of Annex D only, “Chargifi Services” means the suite of marketing tools and insights 
available for Chargifi Customers to use, including without limitation, email campaign management, advertisements, 
and direct mailings and other related digital communications, analytics and tools made available through the Chargifi 
online marketing platform, as may be further described in the App and/or on the Chargifi Site. 

3. For this “California” section of Annex D only, “Permitted Purposes” shall include processing Customer Data only for 
the purposes described in this DPA and in accordance with Customer’s documented lawful instructions as set forth 
in this DPA, as necessary to comply with applicable law, as otherwise agreed in writing, including, without limitation, 
in the Agreement, or as otherwise may be permitted for “service providers” under the CCPA. 

4. Chargifi’s obligations regarding data subject requests, as described in Section 8 (Data Subject Rights and 
Cooperation) of this DPA, apply to Consumer’s rights under the CCPA. 

5. Notwithstanding any use restriction contained elsewhere in this DPA, Chargifi shall process Customer Data only to 
perform the Chargifi Services, for the Permitted Purposes and/or in accordance with Customer’s documented lawful 
instructions, except where otherwise required by applicable law. 

6. Chargifi may de-identify or aggregate Customer Data as part of performing the Service specified in this DPA and the 
Agreement. 

7. Where Sub-processors process the personal data of Customer contacts, Chargifi takes steps to ensure that such 
Sub-processors are Service Providers under the CCPA with whom Chargifi has entered into a written contract that 
includes terms substantially similar to this DPA or are otherwise exempt from the CCPA’s definition of “sale”. Chargifi 
conducts appropriate due diligence on its Sub-processors. 

Canada: 

1. Chargifi takes steps to ensure that Chargifi's Sub-processors, as described in Section 3 (Sub-processing) of the DPA, 
are third parties under PIPEDA, with whom Chargifi has entered into a written contract that includes terms 
substantially similar to this DPA. Chargifi conducts appropriate due diligence on its Sub-processors. 

2. Chargifi will implement technical and organizational measures as set forth in Section 4 (Security) of the DPA. 
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Annnex E - Sub-Processors List 

Direct Sub-Processors Purpose 
Work OS Automated User provisioning tool – may contain Customer Contact Details 

Indirect Sub-Processors Purpose 
Xero Accounting System – Contains billing contact names and email addresses. 
HubSpot Customer Relationship Management System – Contains Sales and Marketing 

contact names, addresses and contact details 
Chargify Software Licensing System – Contains Customer and Billing Information.  
Panda Doc Customer Quote and Pricing System - Contains Sales and Marketing contact 

names, addresses and contact details  
Salesforce Customer Relationship Management System – Contains Sales and Marketing 

contact names, addresses and contact details. 
Zendesk Customer Ticketing System – Contains Customer Contact information 
Google Administration and Filing System – Contains administrative data including and 

customer contact and contractual information.  
Expensify Expenses Management System – may contain some Customer Name 

information where expenses have been incurred for Client Entertainment.  
Docusign Document Management and Signing System – may contain Customer Contact 

Information where a non-standard contract has been used. 
Slack Communication System – May contain Customer names and addresses. 
Zoom Communication System – May contain recordings that note Customer names 

and addresses 
Mailchimp Email Marketing Platform – Wil contain Customer Contact Details 

Sub-Contractors Purpose 
Amazon Web Services Data Hosting and Infrastructure Platform. 

 

 


